ROYAL UNIVERSITY OF BHUTAN
 POSITION PROFILE

1.  JOB IDENTIFICATION

1.1. Position Title		: Assistant Lecturer / Associate Lecturer / Lecturer / 
 Assistant Professor / Associate Professor
1.2. Position Level		: 6 and above
1.3. Occupational Group	: Academics
1.4. College/OVC		: Gyalpozhing College of Information Technology
 
2. MAIN PURPOSE OF THE POSITION:

2.1. Plan, develop, and deliver teaching modules in Cybersecurity, Networking, Systems Security, and Digital Forensics.
2.2. Design, implement, and evaluate assessment tools aligned with established cybersecurity learning outcomes.
2.3. Contribute to institutional capacity building through research, innovation, curriculum development, and industry collaboration in cybersecurity.

3. GENERAL ROLES AND RESPONSIBILITIES:

 3.1 Teaching

a) Deliver undergraduate modules in cybersecurity, including:
· Network Security, Cloud Security, and Risk Management
· Ethical Hacking and Penetration Testing
· Digital Forensics and Incident Response
· Cryptography and Secure Systems
b) Teach both theoretical concepts and practical labs using tools such as Linux, networking, and security applications.
c) Develop and deliver lesson plans aligned with course outcomes and academic standards.
d) Contribute to curriculum design and continuous revision based on emerging cybersecurity trends.
e) Prepare instructional materials such as lab manuals, slides, and simulation exercises.
f) Assess student learning through assignments, labs, projects, and examinations.
g) Supervise students for research projects and capstone projects.
h) Foster an interactive, practice-oriented learning environment that encourages student engagement.
i) Provide academic advising and career guidance in cybersecurity pathways.
j) Contribute to teaching innovation, including lab-based, simulation-based, and problem-based learning approaches.

3.2 Research and Innovation

a) Generate funding for the University through research projects, consultancies, and advisory services.
b) Supervise research projects and dissertations that are part of the programme(s) of study.
c) Conduct research in cybersecurity domains such as:
· Threat Intelligence
· Malware Analysis
· Cloud and Network Security
· Blockchain Security
d) Publish research in peer-reviewed journals and conferences.
e) Contribute to applied research relevant to Bhutan’s national cybersecurity needs.
f) Engage in interdisciplinary research and innovation projects.
g) Conduct small-scale research independently or as team lead, and publish high-quality papers, including in reputable journals.
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a) Serve as a resource person, coordinator, or organiser for professional development activities within the College/University and externally.
b) Participate in developing and promoting a clear vision of the College’s or unit’s strategic direction.
c) Support senior colleagues in designated academic and administrative responsibilities.
d) Contribute to University governance by participating in committees and task forces.
e) Represent and promote the University nationally and internationally, including managing relations with external partners and stakeholders.
f) Coordinate conferences, seminars, and workshops, and collaborate with relevant experts in the area of specialisation.
g) Provide mentorship and guidance to staff and students.

4.   SPECIFIC ROLES AND RESPONSIBILITIES:

a) Teach specialised modules aligned with the cybersecurity curriculum, including:
· Foundations of Cybersecurity and Legal Principles
· Linux and Windows System Administration and Security
· Network and Cloud Security
· Incident Detection and Response
· Network and System Forensics
· Cybersecurity Risk Management and Auditing
· Malware Analysis and Penetration Testing
· Applied Cryptography
· DevSecOps and Security Automation
· Cyber Threat Intelligence and ICS Security
b) Deliver hands-on labs using tools such as Kali Linux, Wireshark, Metasploit, SIEM tools, and cloud platforms.
c) Serve as Faculty Advisor for student clubs and competitions (e.g., CTF events).

5.   KNOWLEDGE, SKILLS & ABILITIES (KSA) REQUIREMENTS 

5.1. Education: A Bachelor’s, Master’s, or PhD in Computer Science/IT, with a background in Cybersecurity.
5.2. Experience: Relevant experience will be recognized as per the lateral entry criteria.

6. Knowledge, Skills, and Abilities:
a) Strong knowledge of network security and protocols, operating systems (Linux/Windows), and the cyber threat landscape and defence mechanisms.
b) Practical skills in penetration testing tools, digital forensics tools, and security monitoring and analysis.
c) Programming and scripting knowledge (e.g., Python, Bash) is an advantage.
d) Commitment to academic excellence and student success.
e) Ability to effectively adapt to emerging technologies and evolving cybersecurity challenges.
